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Introduction: Machine Learning

» Centralized data
» More data = better

» Privacy issues

THIS 15 YOUR MACHINE LEARNING SYSTETM?

YUP! YoU POUR THE DATA INTO THIS BIG
PILE OF UNEAR ALGEBRA, THEN COLLECT
THE ANSLJERS ON THE CTHER SIDE.

WHAT IF THE ANSLERS ARE LIRONG? )

JUST STIR THE PILE UNTIL
THEY START LOOKING RIGHT




Federated Learning

» Privacy driven!

» Data is private for each user

» Data can be either Independent and
Identically Distributed (11D) or Non-IID

! Attacks have shown that FL's privacy is broken [1]

Step 1

Step 2

Step 3

Step 4
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Central server
chooses a statistical
model to be trained

Central server
transmits the initial
model to several
nodes

Nodes train the
model locally with
their own data

Central server pools
model results and
generate one global
mode without
accessing any data




Introduction: Deep Learning

» State-of-the-art in many ML tasks

» Our work focuses on the image domain
» Convolutional layers

» More parameters = More complexity
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Introduction: Deep Learning

» How do we test DL models?
» We use test sets

» If the model behaves correctly in the test set,
we say the model is correct

» Some works try to understand why [2]
(a) Husky classified as wolf (b) Explanation



Introduction: Backdoor attacks 101

» What happens with untested samples?

» We can create them adding a trigger [3]

» Trigger:
» Label: “Speed Limit”




Introduction: Backdoor Attacks in FL

1 oo
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1) Can we backdoor FL? [4]

2) Yes, we can... [5]

(1)

(2)

(3) But, how? [6]

(4) Use a scaling factor A for scaling the models 8 8 8
(5)

5) Every client receives a backdoored model
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Sniper Backdoor: Motivation
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» ‘Is it possible to launch a backdoor attack,

where only targeted (victim) clients get a

backdoored model whereas the remaining
(non-victim) clients get a clean model?”
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Sniper Backdoor: Challenges
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» The server is malicious

» We have no access to the datasets nor the

training procedure
» Clients are anonymous
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Sniper Backdoor: Attack Phases

» Create the backdoor model
e Get a dataset

» ldentify the victim client
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Sniper Backdoor: Attack Overview

1, 2 Keep a record of anonymous models
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Sniper Backdoor: Attack Overview

3, 4 Creating synthetic data
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(a) Epoch 1 MNIST. (b) Epoch 1 F-MNIST.
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(c) Epoch 1 EMNIST.
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(d) Epoch 1000 MNIST. (e) Epoch 1000 F-MNIST. (f) Epoch 1000 EMNIST.
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Sniper Backdoor: Attack Overview

5, 6, 7 Identifying the victim

T USED @ THINK,
CORRELATION IMPUED

THEN I TOK A

Now I DON'T,

STATISTICS CLASS.

SOUNDS LKE THE
CLhSS HELPED.

WELL, HHYBE
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Sniper Backdoor: Attack Overview

Attack Success Rate

Non-IID

11D

8, 9 Inject the backdoor
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Defens

Attack Overview

Neural Cleanse [7]

1D € = 0.001 1D € = 0.02 Non-IID £ = 0.001 Non-IID £ = 0.001

MNIST 09

MNIST 1 -7

Anomaly Score (%)

F-MNIST 09

F-MNIST 1 »7
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Final Remarks: Attack Overview

MY HOBRY: EXTRAFOLATING

(1) Bypasses “all” the state-of-the-art defenses A6 YOU CAN SEE, BY LATE
(2) Most of the state-of-the-art backdoor defenses NEXT MONTH YOU'LL RAVE
OVER FOUR DOZEN HUSBANDS,

in FL do not apply
(3) We require new defense mechanisms

(4) More exhaustive research has to be done for
this new threat

(5) What about a client being an attacker?

J BETERGETA
ﬁ BULK RATE ON
%Xmus CAKE.

|
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Thanks for your attention, any questions?
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